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Secure Com Port Redirector™
(SCPR)

I Rijndael AES 256-bit encryption

Advanced encryption for secure data from PC to networked device
Up to 64 secure channels

3 Achieve securely encrypted serial-based communications

B Extend functionality of COM port-based Windows® applications

Encrypt COM Port-based Communications Between PCs and

Virtually any Electronic Device

SCPR is a Windows® application which creates a secure
communications path over a network between the
computer and serial-based devices that are traditionally

controlled via a COM Port.

With the proliferation of information in today’s electronic
world, businesses are more concerned than ever about
protecting data from unwanted intrusion as it is transferred
over a network or the Internet. Lantronix has addressed this

critical requirement with Secure Com Port Redirector (SCPR).

This unique and easy-to-manage product extends the
functionality of COM port-based Windows applications.
Using standard TCP/IP protocols and advanced encryption
algorithms, SCPR maps ‘virtual COM Ports’ to Lantronix
device servers and encrypts the data at both ends of the
communication. This enables COM-based software
applications to communicate securely over a network or the
Internet to remote serial devices. Those devices can then
be managed from virtually anywhere without the threat of
compromising data security. Sensitive information can be
transmitted to and from remote equipment over the
network or the Internet with the confidence of the highest

level of security. Additionally this enhanced communication

LANTRONIX

15353 Barranca Parkway | Irvine | CA 92618 | USA | Tel: 800.422.7055 | Fax: 949.450.7232 | www.lantronix.com

from centralized applications to remote devices, without the
need to modify the application or device, breathes new life

into legacy equipment.

To take advantage of SCPR, device servers must support
the Rijndael AES encryption. Currently, Lantronix’s
SecureBox™ family of external device servers and versions
of XPort™ and Micro10o embedded solutions support this
advanced Rijndael AES.

SCPR can also be used to create secure COM Port-based
connections between PCs over Ethernet. With SCPR installed
at each machine, PCs that were formerly ‘hard-wired’ by
serial cabling for security purposes or to accommodate
applications that only understood serial data can instead

communicate over an Ethernet network or the Internet.

System Requirements

Computer: IBM or compatible Pentium I, 500 MHz

or higher

Operating System: Windows NT4.0/2000/2003 Server/XP, Vista
Memory: 64 MB RAM (128 MB RAM recommended)

Hard Disk Space: 10MB

©2009 Lantronix, Inc. Lantronix is a registered trademark, and SecureBox, XPort, and Secure Com Port Redirector are trademarks of Lantronix, Inc. All other trademarks are the property of their

respective owners. Specifications subject to change without notice. All rights reserved.
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KomnaHus «Life Electronics» 3aHumaemcsi nocmaskamu 351€KmMpPOHHbIX KOMITOHEHMO8 UMIOPMHO20 U
omedyecmeeHHo20 rpouseodcmea om npoudeodumernel u co ckrnados KpyrHbix ducmpubbomopos Esporibi,
AMepuku u Asuu.

C koHua 2013 200a KoMraHusi akmueHo pacwiupsiem fuHelKy MocmagoK KOMIOHEHMO8 0 HarnpaeneHuo
KoakcuarbHbIl kabesb, Keapuesbie 2eHepamopbl U KOHOeHCcamopbi (KepaMuyeckue, nieHoYHbIe,
3neKmposiumuyeckue), 3a cuyém 3akntoyeHuss ducmpubbromopcKux 002060p08

Mbi1 npednasaem:

o KoHKypeHmocnocobHbie UeHbl U CKUOKU MOCMOSIHHbIM KITUeHmMam.

e CrieyuarsnbHbie ycrio8usi 07151 TOCMOSIHHbIX KITUEHIMO8.

e [lod6op aHarnoeos.

lMocmaeky KomMrnoHeHmMo8 8 ftobbix obbemax, y0oernemeopstouUx eawum MompebHoCMSsM.

lpuemnembie cpoku nocmasku, 803MOXHa yCKOPEeHHasi mMocmaska.
Locmaeky mosapa & ritobyto moyky Poccuu u cmpaH CHI™.
KomrinekcHytro nocmasky.

Pabomy no npoekmam u rnocmasky obpa3syos.

®opmuposaHue ckiada nod 3akaszyuka.

Cepmucgbukambl coomeemcmeus Ha rnocmassnseMyro npooyKyuUto (Mo XenaHu KueHma).
o TecmuposaHue nocmasnsemMou npodyKyuu.

e [locmasKy KOMMOHEHMOo8, mMpebyruux 806HHYIO U KOCMUYECKYH MPUEMKY.

e  BxodHoli KOHMposib Ka4yecmea.

e  Hanu4yue cepmugpukama I1SO.

B cocmaee Hawel komnaHuu opeaHu3oeaH KoHcmpykmopckuli omderst, npu3eaHHbIl MomMozamb
paspabomyukam, U UHXEHepaM.

KoHcmpykmopckuli omOen nomoaaem ocyujecmseums:

Pezaucmpauuro npoekma y npousgooumersisi KOMIOHEHMOS.

TexHu4eckyro no0depXKy rnpoekma.

Bawumy om cHaMuUs KOMroHeHma ¢ npoussoocmea.

OueHKy cmoumocmu fpoeKkma ro KOMIOHeHmam.

U3ezomoerneHue mecmosol rnnambl MOHMaX U ryckoHanadoyHbie pabomeil.
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Ten: +7 (812) 336 43 04 (MHO20KaHANbHbI)
Email: org@lifeelectronics.ru

www.lifeelectronics.ru
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