AES Encryption
IP Security System

[P Lock

IP Lock is FPGA logic security system which used very reliable AES encryption technology. IP
propaties in FPGA are protected from illegal copy by only including IP Lock in FPGA and connectiing
with encryption controller chip.
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@~ Strong security by AES encryption
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Encryption controller chip
@+ Change & encrypt authentication data at
about 200msec cycle

Send to Encryption Send
@~ Generate true random authentication data by FPGA controller chip ¢ g Cyeied data
natural random number generator Power On Reset )
@ Stop user logic when removing the chip \ 128bit data . } Decryption
generation Repeat changing
@-r Connecting I/O with FPGA are only 2 pins 128bit authentication data

every 200msec

@+ No need to input clock to IP Lock logic

. . User logic works e '
@ Provide easy laboratories pack and IP Lock I A
writer + blank chip & IP core .
enable P
Enable signal

AES Cryptosystem reve e Match
AES(Advanced Encryption Standard) is common key Miss match
cryptosystem chosen by NIST, US. Both encryption and
decryption are high speed. And it is also stronger than

triple DES. So it is noticed as encryption standard for next
generation replaced with DES. Currently AES is adopted
with security for financial system, LAN system and so on.

IP Lock encryption/decryption process flowchart

Altera/Xilinx FPGA
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IP Lock block diagram
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Laboratories pack

IP Lock writer + blank chip

I IPL-CHP # real size
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PLock

Laboratories pack containes encryption

chips which are already written unique

ID at shipment. It is for small usage.

IP Lock implementation example

Unique ID for each pack written
by DesignGateway

Step1:

SOP8 pin package
mount encryption chip

User can write any ID to blank chip

b ing IP Lock writer
y using wri Step2:

Implement IP Lock
to FPGA

Possible to write optional ID to blank chips
by IP Lock writer. Because every IP Lock
writer have different ID, even if a user write
same key but using different IP Lock writer,
written ID are also different. It is for mass
production or using it for several products.

B Production name

IP Lock

Bl Cryptosystem

AES-128 Cryptosystem

B Consumption resources of
IP Lock core

about 1,200LE / about 24,500 memory bit (for Altera FPGA)
about 400 slices / 2 blockRAM (for Xilinx FPGA)

W Encryption controller

SOP8 pin package
2 1/O for connecting with FPGA
No need clock input

H Contents

@ IP Lock encryption contrpller chip

@ P Lock core netlist

@ User's manual

@ ID writing software (for Windows, included in IP Lock writer IPL-003WR only)

B Part number

@IP Lock Laboratories pack
IPL-010L IP core netlist + encryption controller chip 10pcs pack
IPL-030L IP core netlist + encryption controller chip 30pcs pack
@|P Lock writer
IPL-003WR IP Lock writer (with IPL-CHP 3pcs)
IPL-CHP Blank chip for IP Lock writer (vOQ 100pcs)
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KomnaHus «Life Electronics» 3aHumaemcsi nocmaskamu 351€KmMpPOHHbIX KOMITOHEHMO8 UMIOPMHO20 U
omedyecmeeHHo20 rpouseodcmea om npoudeodumernel u co ckrnados KpyrHbix ducmpubbomopos Esporibi,
AMepuku u Asuu.

C koHua 2013 200a KoMraHusi akmueHo pacwiupsiem fuHelKy MocmagoK KOMIOHEHMO8 0 HarnpaeneHuo
KoakcuarbHbIl kabesb, Keapuesbie 2eHepamopbl U KOHOeHCcamopbi (KepaMuyeckue, nieHoYHbIe,
3neKmposiumuyeckue), 3a cuyém 3akntoyeHuss ducmpubbromopcKux 002060p08

Mbi1 npednasaem:

o KoHKypeHmocnocobHbie UeHbl U CKUOKU MOCMOSIHHbIM KITUeHmMam.

e CrieyuarsnbHbie ycrio8usi 07151 TOCMOSIHHbIX KITUEHIMO8.

e [lod6op aHarnoeos.

lMocmaeky KomMrnoHeHmMo8 8 ftobbix obbemax, y0oernemeopstouUx eawum MompebHoCMSsM.

lpuemnembie cpoku nocmasku, 803MOXHa yCKOPEeHHasi mMocmaska.
Locmaeky mosapa & ritobyto moyky Poccuu u cmpaH CHI™.
KomrinekcHytro nocmasky.

Pabomy no npoekmam u rnocmasky obpa3syos.

®opmuposaHue ckiada nod 3akaszyuka.

Cepmucgbukambl coomeemcmeus Ha rnocmassnseMyro npooyKyuUto (Mo XenaHu KueHma).
o TecmuposaHue nocmasnsemMou npodyKyuu.

e [locmasKy KOMMOHEHMOo8, mMpebyruux 806HHYIO U KOCMUYECKYH MPUEMKY.

e  BxodHoli KOHMposib Ka4yecmea.

e  Hanu4yue cepmugpukama I1SO.

B cocmaee Hawel komnaHuu opeaHu3oeaH KoHcmpykmopckuli omderst, npu3eaHHbIl MomMozamb
paspabomyukam, U UHXEHepaM.

KoHcmpykmopckuli omOen nomoaaem ocyujecmseums:

Pezaucmpauuro npoekma y npousgooumersisi KOMIOHEHMOS.

TexHu4eckyro no0depXKy rnpoekma.

Bawumy om cHaMuUs KOMroHeHma ¢ npoussoocmea.

OueHKy cmoumocmu fpoeKkma ro KOMIOHeHmam.

U3ezomoerneHue mecmosol rnnambl MOHMaX U ryckoHanadoyHbie pabomeil.
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Ten: +7 (812) 336 43 04 (MHO20KaHANbHbI)
Email: org@lifeelectronics.ru

www.lifeelectronics.ru
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